
Enterprise Drone Systems and the New FAA Paradigm:

Understanding the Role of Software Under 
Part 108 and Part 146
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“Systemic reliability replaces human reliability.”

The FAA’s proposed Part 108 (Operator Framework) and 

Part 146 (Automated Data Service Providers) represent the 

most transformative regulatory evolution in the history of 

unmanned aviation. These new rules redefine not just who operates a drone, but 

what constitutes an operator. In this new paradigm, software itself becomes the 

operator—the entity responsible for airspace compliance, operational assurance, 

data integrity, and cyber resilience.

This white paper explores the 

implications of these regulatory 

shifts for the drone industry, 

particularly for organizations 

seeking scalable, compliant, and 

intelligent unmanned operations. 

It contrasts the human-centric 

approach of Part 107, where pilots 

and waivers governed the airspace, 

with the systemic, automated, and 

AI-enabled model envisioned under 

Parts 108 and 146.  It explains why 

Enterprise Drone Platforms 

(EDPs),  like VOTIX — now stand at 

the center of compliance, safety, and 

data interoperability.

Through a technical and contextual 

narrative, this document examines 

how the FAA’s shift from individual 

to systemic reliability unlocks new 

opportunities for mass adoption, 

while also introducing complex 

challenges around certification, 

cybersecurity, and accountability. 

It concludes with a forward-looking 

reflection on how the relationship 

between humans, machines, and 

regulators is being rewritten — 

ushering in a new era where 

software is not just a tool, but the 

pilot of compliance itself.
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Santiago Echeverri, CCO, VOTIX

Andrew McKinney, VP Sales, VOTIX

Definition Note: Throughout this document, “systemic reliability” refers to the 

FAA’s emerging expectation that safety be demonstrated through consistent, 

auditable, workflow-driven system behavior rather than relying solely on 

human interpretation or manual procedures.

© 2025 VOTIX – All Rights Reserved.



Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

When the FAA introduced Part 107 in 2016, it opened the skies to commercial drone 

operations for the first time. It was revolutionary but also transitional. Part 107 placed the 

human pilot at the center of operational accountability. Safety assurance, data reporting, 

and compliance all relied on human interpretation and manual procedures.

This white paper explains why the FAA is explicitly shifting from human-only-reliant 

aviation to human-supported-by-software-reliant aviation, and why Enterprise Drone 

Platforms, such as VOTIX, are now at the center of operational safety, regulatory 

compliance, and airspace evolution, playing a role as Operator Software .

As drone technology advanced, operations scaled, and the appetite for beyond visual line 

of sight (BVLOS) missions grew, this model began to show signs of strain. Waivers became 

the norm, not the exception. Manual oversight introduced latency, errors, and operational 

silos. The FAA recognized that true scalability could not be achieved through human 

oversight alone;  it 

required systemic 
reliability.

The FAA’s Shift from Part 107 to Systemic Reliability

Introduction 

The new Part 108 proposes that systems, not individuals, demonstrate 

operational worthiness. Meanwhile, Part 146 introduces a formal layer 

for Automated Data Service Providers (ADSPs), which are the systems 

responsible for gathering, validating, and distributing real-time data 

that supports flight operations and decision-making. Together, these 

two regulations create an ecosystem where reliability is engineered, 

automated, and auditable.

The FAA’s shift toward Parts 108 and 146 is not a bureaucratic 

update; it is a deliberate re-architecture of how the national 

airspace will function in the next 50 years. The agency recognizes a 

fundamental truth: unmanned aviation is no longer experimental. 

Drone operations have transitioned into critical infrastructure, 

essential public safety tools, and industrial automation assets, and 

are soon expected to become economic engines for nationwide 

logistics. With that maturity comes the need for 

software-governed airspace operations, where compliance is 

continuous, not conditional.

2© 2025 VOTIX – All Rights Reserved.



Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

Part 108 redefines the very concept of operating an unmanned aircraft. In 

the FAA’s proposed rule, an “operator” may now be significantly assisted by 

a software-as-operator capable of ensuring compliance and safety across 

all stages of a mission, from pre-flight validation and real-time risk 

assessment to post-flight logging and evidence generation.

In this new schema, the pilot evolves into a system supervisor. At the same time, the Operator Software 

performs an increasing share of the operational and compliance functions traditionally handled by the 

pilot-in-command, creating a software-supported operator model in practice, even as legal authority and 

responsibility remain with designated human roles. The FAA is not dismissing human skill, but rather 

redistributing accountability to systems that can operate at machine speed. For enterprise operators, this 

means that every compliant system must not only execute flight missions but also demonstrate, through 

auditable data, that it made the correct decisions based on FAA logic. This enables the Operator Software 

to function as the operator’s primary compliance execution system.

The New Operator Framework

The 
Software-as-

Operator
Framework is 

built around 
five principles:

Understanding Part 108 
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Systemic Reliability: Safety is not a product of human skill, but rather a 
result of system design and continuous verification.

Cyber-Resilient Operation: The Operator Software must demonstrate 

protection against data tampering and external interference.

Automation as Accountability: Decision-making automation must align 

with FAA-defined thresholds and outcomes.

Real-Time Decision Logic: The Operator Software must continuously evaluate 

airworthiness and external conditions to ensure optimal performance.

Operational Assurance: Every flight must be auditable through 

FAA-compliant operational workflows.

Under Part 108, certification will no longer focus exclusively on a human’s 
ability to fly, but on a system’s ability to execute FAA-defined functions, 
assess conditions, and record operational behavior responsibly.
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ADSPs form the data backbone of the new airspace. Their functions include:

Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

If Part 108 governs the operator, Part 146 governs the environment. It introduces 

the concept of Automated Data Service Providers (ADSPs). ADSPs are software 

entities that ingest, process, and distribute operationally relevant data to 

authorized systems and regulators.

For example, a weather ADSP might gather microclimate 

data and exchange data in real-time through secure APIs 

into an Operator Software, which automatically suspends 

or denies a mission based on FAA-defined thresholds. This 

automated decision-making process, performed at 

machine speed, replaces the manual go/no-go evaluation 

once made by pilots under Part 107.

This symbiotic framework ensures that every flight is 

contextually aware. It transforms compliance from a 

box-ticking exercise into an intelligent, dynamic process, 

where multiple systems collaborate in real time to uphold 

safety and reliability while being supervised by humans.

Automated Data Service Providers (ADSPs)

Understanding Part 146 
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• Environmental Data Capture: 
Real-time weather, micro-weather, 
and visibility feeds.

In simple terms, Part 108 defines who acts; Part 146 defines what informs them.

• Airspace Intelligence: 
Integration of NOTAMs, geofencing, 
and manned traffic telemetry.

• Risk Assessment Inputs: 
External data streams (e.g., 
infrastructure maps, population 
density, or electromagnetic 
interference).

• Data Exchange and Validation: 
Secure and timestamped 
communication with Operator 
Software under Part 108.
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Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

Part 107 was designed for simplicity and ease of use. But as drone applications expanded into logistics, 

inspection, and emergency response, the waiver system became overextended. Each operator had to 

request individual permissions for beyond-line-of-sight, night operations, or advanced autonomy. The 

FAA’s administrative model was sustainable for hundreds of operators but not for hundreds of 

thousands.

The End of Waivers and the Rise of Systemic Reliability

From Part 107 to 108/146

5

Under Part 108, waivers are replaced by certified systemic behaviors. Instead of asking for 
permission, Operators must demonstrate systemic continuous compliance. This marks the 
birth of regulatory automation.

Compliance Mechanism

This shift is not just regulatory, but also philosophical. The FAA is transitioning from a 
framework that relies exclusively on human judgment to one that incorporates human 
judgment within a system context. And in this new world, trust is earned through data, not 
credentials. Understanding this philosophical shift is essential because it directly influences 
how operators, regulators, and technology providers must redesign their strategies and 
approaches. This brings us to the FAA’s broader ambition: enabling a future defined by 
scalable, software-governed autonomy.

Aspect Part 107 (Legacy) Part 108/146 (Proposed)

Operator Definition

Risk Assessment

Data Exchange

Cybersecurity

FAA Oversight

Waiver-based

Human

Manual

Optional / Post-flight

Minimal

Human inspections

FAA-compliant 
operational workflows

System + Human

Real-time and AI-driven

Mandatory / Continuous

Certified and auditable

Data-driven supervision
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This shift is about systemic 
reliability, the cornerstone 
of safety systems.

What the FAA wants:

Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

The FAA has learned that aviation cannot scale through manual waivers. If every BVLOS or automated 

flight requires a human-centered checklist, a human-centered risk model, and a human-centered 

waiver approval, the system collapses under its own weight. Part 108 replaces one-time permissions 

with systemic authorizations, empowering software to enforce safety in real-time. 

The FAA isn’t eliminating human pilots; they’re reducing human error. Humans are inconsistent, 

fatigue-prone, and react more slowly than algorithms in dynamic airspace.

Enable Scalable, Repeatable, Automated Operations

Understanding Part 146 

Reduce Human Error and Variability

Understanding Part 146 
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• Thousands of simultaneous BVLOS flights
• Across multiple states
• Across multiple industries
• Without bottlenecking compliance through
      one human pilot

By contrast, an Operator Software supported by an Enterprise Drone Platform (EDP):

• Never gets tired
• Never skips a checklist
• Responds in milliseconds
• Keeps perfect logs
• Executes FAA-compliant operational workflows exactly as designed

What gets them there:

• Operator Software as the primary agent of compliance
• ADSPs as the real-time intelligence fabric of airspace
• Data-driven oversight instead of paper-based investigation
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The FAA’s intent is different:

A consistent, secure, software-centric framework:

Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

Today’s drones are only the first step. The same 

architecture underpinning Parts 108 and 146 is 

foundational for:

Build an Airspace Framework Ready for Autonomous Aviation

Understanding Part 146 
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• Autonomous cargo aircraft
• AAM (Advanced Air Mobility) corridors
• Drone highways
• Automated vertiport management
• Next-generation surveillance and inspection systems
• Drones as First Responders programs
• Space programsThe FAA is establishing a similar type of systemic 

reliability structure that will later enable self-flying 
aircraft, not just self-flying drones.

Countries like China, South Korea, and the UAE are advancing rapidly in unmanned systems, but often 

with less stringent regulatory oversight. Europe is advancing under EASA, but with considerable 

complexity in oversight.

Establish U.S. Leadership in Global Drone Governance

Understanding Part 146 

• Attracts global investment
• Encourages OEM and software innovation
• Protects airspace sovereignty
• Enables resilience against cyber threats
• Positions the U.S. as the leader in drone exports 
      and operational models

Parts 108 and 146 are the blueprint for an aviation 
revolution that the world will ultimately follow. If 
Parts 108 and 146 redefine the regulatory 
landscape, Operator Software, like EDPs, becomes 
the primary mechanism through which operators 
demonstrate compliance, capability, and 
continuous safety.

Establish the United States as the global standard-setter for safe, automated unmanned aviation.
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But this also introduces complexity. EDPs must now be certifiable, explainable, and tamper-proof. They 

must translate regulatory intent into operational code. This is no longer just about flying drones; it’s 

about designing regulatory intelligence.

This evolution mirrors transformations in other sectors, such as autopilot systems in aviation, AI-based 

diagnostics in medicine, and AI-driven decision logic in finance. Each shift elevated automation from 

assistant to co-pilot to authority. Drone operations are now reaching that stage.

In essence, an EDP becomes the operator’s primary control and compliance system, 
determining whether a mission proceeds safely and within FAA-defined thresholds.

Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

Software has long powered drone operations, but the FAA’s new frameworks make its regulatory 

importance explicit, central, and unavoidable. In practice, under the proposed framework, it’s 

challenging to scale BVLOS operations without an enterprise-grade platform like VOTIX acting as 

the operator’s primary control and compliance system.

The Critical Role of Enterprise Drone Platforms (EDP) 
in the New Regulatory Paradigm

Software
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Pre-flight 
validation 

verifying weather, 
airspace, and mission 
conditions.

In-flight 
assurance 

adjusting paths or 
aborting missions 
when risk thresholds 
are breached.

Post-flight 
accountability 

generating digital 
evidence trails with 
telemetry, logs, and 
communications.

Under Part 108, an EDP performs the functions once reserved for human pilots:
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An EDP is not just an app or dashboard; It is the brain and nervous Operator Software 

of the drone ecosystem. Its architecture typically includes:

Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

At the center of this transformation stands the Enterprise Drone Platform (EDP): a comprehensive 

software system that orchestrates operations, integrates data streams, enforces compliance, and 

ensures systemic reliability.

To illustrate: a law enforcement operator using an EDP can receive an emergency call, automatically 

validate geofencing restrictions, check live micro-weather data through an integrated ADSP, launch 

a drone autonomously, and record the entire mission as a digital evidence trail; all in compliance with 

FAA and internal agency policies.

As a leading example, VOTIX was architected to align with the key elements of the proposed Parts 

108 and 146 and positioned to pursue the necessary approvals once the rules are finalized. Through 

integrations with micro-weather providers (such as TrueWeather), UTM systems (like Airspace Link or 

OneSky), and ADB-S systems (like UAVionix), VOTIX automates pre-flight risk analysis and mid-flight 

deconfliction. Its AI-driven decision logic modules analyze telemetry, automate record-keeping, and 

even suspend missions that violate FAA thresholds; all while maintaining cybersecurity through ten 

independent cyber defense layers.

Architecture and Function

EDPs:

9

• Command & Control Layer (C2):  Real-time mission management, including automated 
takeoff, navigation, and landing.

• Compliance Workflow Engine:  Embedded logic for FAA-compliant operational workflows 
(pre-flight checklists, risk thresholds, and logging requirements).

• Data Integration Layer:   APIs linking ADSPs such as weather systems (e.g., micro-weather 
data), UTM networks, and deconfliction systems.

• Cybersecurity Fabric:  Multi-layer protection ensuring data integrity, encryption, 
authentication, and incident response.

• AI and Predictive Analytics:  Algorithms for risk assessment, flight optimization, and 
real-time conflict resolution.

This level of systemic integration is precisely what the FAA envisioned in Parts 108 and 146: 
software as operator, data as compliance, and automation as assurance.

1

2

3

4

5
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Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

The best way to understand the new FAA framework is to see it in action. The following anonymized 

examples demonstrate how Enterprise Drone Platforms (EDPs) are already functioning as compliance 

instruments and operational catalysts, bridging the intent of Parts 108 and 146.

Software as Compliance and Catalyst

Use Cases:

10© 2025 VOTIX – All Rights Reserved.

A large U.S. sheriff’s office operates a DFR program where drones autonomously launch in response to 

emergency calls. Through its EDP, the system integrates a 911 feed, micro-weather data, and geofencing 

logic. Before launch, the platform automatically validates airspace and weather compliance, requests 

real-time airspace clearance from a UTM ADSP, and authorizes takeoff; all within seconds.

Throughout the mission, the platform logs telemetry, video, and environmental conditions as digital 

evidence. If any threshold, such as wind speed, battery level, or proximity to a geofence or another 

object/aircraft, is violated, the system triggers either an autonomous return-to-home function or a 

deconfliction action.

This operation exemplifies Part 108’s Operator Framework, where the software performs the operational 

assurance function, while humans provide supervision.

1. Public Safety and Drone-as-First-Responder (DFR)

In a recent smart city initiative, an EDP served as the integration hub between urban infrastructure, drone 

docks, and airspace data providers. The system is connected to city IoT networks, ADSPs for airspace 

monitoring, and municipal data pipelines to coordinate urban inspection and delivery flights.

By leveraging resilient data exchange protocols and continuous UTM connectivity, the platform ensured 

that every operation complied with FAA-defined risk models in real time. This use case demonstrates how 

cities can leverage enterprise-grade drone operations orchestration to align with Part 146’s data-driven 

requirements while delivering scalable public services.

2. Smart City Air Mobility (Urban Integration)



Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146
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In the private sector, large energy companies now rely on EDPs to perform automated inspections 

triggered directly from ERP systems (such as SAP or Oracle EBS). When maintenance data indicates a 

potential anomaly, the EDP autonomously plans a mission, validates weather and risk conditions, and 

dispatches a drone-in-a-box system to inspect the target area. 

Telemetry, imagery, and status data are captured and returned as structured datasets for predictive 

maintenance analysis. By embedding FAA-compliant operational workflows, the system ensures that 

every inspection is automatically compliant; a perfect reflection of systemic reliability under Part 108.

3. Industrial and Energy Infrastructure Inspections

Law enforcement and critical infrastructure agencies increasingly require verifiable, tamper-proof digital 

evidence. EDPs provide immutable data pipelines. Every frame, log, and event is cryptographically signed 

and time-stamped.

These features, aligned with SOC 2 and NIST cybersecurity frameworks, ensure that captured data can be 

audited and accepted as legal evidence. The software becomes both the Operator Software and the 

compliance engine, fulfilling the FAA’s vision of auditable, cyber-secure operations.

4. Evidence Management and Cybersecurity Assurance



1 The Cybersecurity Imperative

Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

As automation expands, so does vulnerability. The FAA recognizes that a software-dependent airspace 

introduces new forms of risk: not mechanical, but digital. Under Part 108, cybersecurity becomes a 

condition of operational worthiness.

A single compromised data link could disrupt airspace integrity, alter mission parameters, or expose 

sensitive data. To meet the intent of the FAA’s proposed safety and security objectives, many operators 

and ADSPs adopt established cybersecurity frameworks such as:

• SOC 2 Type II – System and data security, availability, and integrity
• NIST 800-53 / 800-171 – Risk management and incident response
• ISO/IEC 27001 – Information security management systems

2 The Ten-Layer Model of Resilience

Modern EDPs, such as VOTIX, implement multi-layered defense architectures. Typical layers include:

These layers collectively 
establish the trust boundary 

required by Parts 108 and 
146: protecting data in 

motion, at rest, and in use.

1. Encrypted communication channels (TLS 1.3 / AES-256)
2. Role-based access control
3. Continuous authentication and device whitelisting
4. Firmware integrity validation
5. Automated patch management
6. Real-time intrusion detection
7. API gateway monitoring
8. Data immutability for logs and records
9. Secure cloud isolation
10. Continuous vulnerability assessment and 
penetration testing

The New Compliance Frontier

Cybersecurity and Data Exchange:
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Each EDP must embed these controls at the Operator Software level, rather 
than conducting post-facto audits.



3 The Data Exchange Challenge

Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

Cybersecurity intersects directly with data exchange. The FAA envisions an ecosystem where 

information flows continuously between operators, ADSPs, and regulators. However, for this to function 

safely, a near-zero latency exchange is required.

Current standards aim for round-trip real-time data exchange (sub-second, typically within 250 

milliseconds) to maintain airspace integrity. Achieving this requires highly optimized Operator Software, 

low-latency protocols, and reliable cloud infrastructure.

This is not merely a technical hurdle—it is a compliance requirement. Under Part 108, delayed data is 

non-compliant data.

4 The Role of AI in Risk Management

AI-driven decision logic will play a pivotal role in a) maintaining security and compliance; b) identifying 

anomalies such as unexpected traffic, signal interference, or cyber intrusion, before they escalate; and, 

eventually, c) acting as digital co-pilots, autonomously enforcing the FAA’s operational logic.

However, this raises new questions: How will regulators certify the logic of AI? How will liability be shared 

between the developer and the operator? These debates will define the next decade of aviation law.
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• Public Safety DFR programs
• Smart cities
• Energy and utilities
• Large inspection networks
• Logistics innovators

Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

With these regulatory foundations established, the next natural question is: How will the drone industry 

evolve? The FAA’s shift toward system-centric governance will reshape operational models, market structures, 

and competitive dynamics both domestically and globally.

The moment Parts 108 and 146 are enacted, the industry will immediately split into two groups:

Organizations that adopt enterprise-grade software, 

automation, and structured data exchange will 

experience exponential growth in their drone programs.

How the Drone Industry Will Evolve Under the New Ruling

8
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Group A — The Future-Proof Operators

1

• Rapid upgrades in software infrastructure
• Expansion of commercial BVLOS operations
• More deployments of drone-in-a-box solutions
• Growth of ADSP partnerships

Operators relying on manual workflows, hobby-grade tools, and pilot-centric models will likely stagnate 

or become irrelevant due to regulatory changes.

Operators relying on manual workflows, 

hobby-grade tools, and pilot-centric models 

will likely stagnate or become irrelevant due 

to regulatory changes.

Group B — The Legacy Operators

The Near Future (1–3 Years): The Compliance Race

This era will be defined by:

• Multiple ADSPs feed live data into Operator Software
• EDPs orchestrate real-time risk assessment
• Drones operate independently across large geographies
• Humans oversee multiple missions simultaneously (m:N operations)

Under the new regulations, unmanned aviation will evolve into 
a service mesh, where:

2

• Automated inspections become the norm
• DFR becomes a national standard for law enforcement
• Cargo drones begin regional expansion
• Insurance, agriculture, and transportation adopt autonomous operations
• Urban mobility corridors start forming in major cities

Key industry transformations:

The FAA’s systemic reliability model becomes the foundation for 
commercial autonomy at scale.

The Mid-Future (3–7 Years): The Service Mesh Airspace
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Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146
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• Europe will follow a layered data exchange model like Part 146.
• Asia may adopt more centralized state-operated UTM models.
• The U.S. will lead in private-sector innovation enabled by the FAA’s 
trust in certified software systems and government support.
• LATAM will serve as a nearshore hub for software development, 
fleet management, and hardware assembly, driven by competitive 
labor markets and a maturing unmanned aviation ecosystem.

By 2035, leading organizations 
will operate fully autonomous 
fleets, where human oversight 
is strategic, rather than 
operational.

The FAA’s framework positions the U.S. as the Silicon Valley of Unmanned Aviation. Unlike other countries, the 
FAA is not building an airspace for drones. It is creating an airspace for autonomous aircraft of all kinds.

The transition from human-only-driven to 

system-with-humans-driven regulation 

creates immense opportunities but also 

significant challenges.

• Scalability: Automation allows thousands of 

simultaneous BVLOS operations under unified 

Operator Software control.

Global trends suggest:3

The Far Future (7–15 Years): Fully Autonomous Aviation

Opportunities and Challenges for Operators and Industry

Opportunities

Challenges

• Predictability: Real-time risk assessment 

and compliance automation reduce human 

error and operational delays.

• Certification Complexity: Demonstrating 
compliance at a software level requires new 
documentation, auditing, and testing 
frameworks.

The key to success lies in collaboration among regulators, software providers, and operators to create 
standards that protect innovation while ensuring safety.

• Equity of Access: Smaller operators may 
struggle to afford or maintain the required 
software infrastructure.

• Cyber Liability: In a software-centric system, 
a breach can have airspace-level consequences.

• Interoperability: Operators must ensure 
compatibility among diverse ADSPs and 
hardware ecosystems.

• Human Transition: Pilots must evolve into 
system managers and analysts; a cultural shift 
that requires retraining.

• Scalability: Automation allows thousands of 
simultaneous BVLOS operations under unified 
Operator Software control.

• Multinational expansion: Although ICAO 
provides broad alignment across regions, each 
country maintains sovereign airspace rules. 
Operators must adapt technologies and 
workflows to region-specific regulations (FAA, 
EASA, ANAC, CAA, etc.). As a result, scaling 
unmanned aviation across borders remains 
challenging in the near term.

• Economic Growth: Software-centric 

compliance creates new service categories: 

Compliance-as-a-Service (CaaS), Data 

Assurance, and UTM integration markets.

• Innovation: The integration between EDPs and 

ADSPs will enhance AI-driven decision-making 

logic for flight planning, predictive maintenance, 

and autonomous logistics.



Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

The FAA’s intent is not to remove humans from aviation, but to shift their role in it. In the coming years, 

data-driven oversight is expected to replace manual audits. Regulators will review operational metrics, 

not mission videos; they will validate FAA-compliant operational workflows, not paper waivers.

By 2030, or even before, it is plausible that the FAA will certify AI-driven decision logic (via agents) as 

operators in specific, low-risk categories, especially when their reliability surpasses that of human 

performance.

Enterprise Drone Platforms will act as regulatory partners, automating reporting, maintaining auditable 

trails, and facilitating adaptive policy enforcement. VOTIX, as a leading EDP, is already architected for 

this reality, providing systemic compliance, multi-domain integration, and continuous cybersecurity 

monitoring.

Enterprise Drone Software as the Regulator’s Partner

The Road Ahead 

The Human Evolution in the Automated Sky

16© 2025 VOTIX – All Rights Reserved.

This convergence of automation, software-as-operator, and regulation represents not just an 
evolution of aviation but the birth of a new digital airspace order.

The future of drone operations will not be defined by extinction, but by evolution into a state of systemic 

reliability. Pilots are not disappearing; they are ascending. Their new mission is to supervise intelligent 

systems, interpret complex data, and guide strategy.

The FAA’s Parts 108 and 146 are not just regulatory changes; they are philosophical ones. They redefine 

trust, accountability, and collaboration. They place EDPs at the heart of airspace governance and 

demand that humans build, monitor, and continuously refine them.

Enterprise Drone Platforms like VOTIX exemplify this new relationship between technology and 

regulation, where software ensures compliance, data ensures trust, and humans ensure purpose.



VOTIX as the “Operating System” of Next-Generation Drone Operations

This level of systemic integration is precisely what the FAA envisioned in Parts 108 and 146: 
software as operator, data as compliance, and automation as assurance.

Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146

VOTIX’s Transformative Role in the New Era of Aviation

What sets VOTIX apart:
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In a world where an EDP becomes the Operator Software, VOTIX stands at the center of the 

transformation. VOTIX is not merely adapting to the FAA’s future; it is built on the very principles the FAA 

is formalizing. VOTIX aligns with and delivers on the systemic reliability, real-time data orchestration, and 

cyber-secure automation that Parts 108 and 146 require from an Operator Software.

• A workflow engine that is already aligned with the FAA’s envisioned compliance model

• Real-time integrations with Weather, UTM, ADS-B, and risk ADSPs

• Automated pre-flight and in-flight compliance validation

• AI-driven decision logic for deconfliction and mission supervision

• Real-time, low-latency data exchange supporting high-frequency risk assessment

• Cybersecurity architecture aligned with established frameworks often used to demonstrate 

readiness for FAA safety and security objectives

1

VOTIX Enables Operators to Transition Into the Future

For many organizations, adopting VOTIX will be the fastest and safest path to the new 
regulatory approval and compliance process.

As operators face the new regulatory environment, they will need:

VOTIX delivers all of this in a single, integrated EDP as Software Operator.
We reduce the barrier to adoption by giving operators:

• Enterprise-grade automation

• Real-time data exchange

• Transparent digital evidence generation

• Integrated command-and-control

• Multi-mission supervisory capabilities

• AI-driven decision logic for risk mitigation

• A turnkey way to meet systemic reliability

• A platform that handles Part 108 FAA-compliant operational workflows automatically

• Built-in ADSP integrations for Part 146 compliance

• Proven scalability in public safety, critical infrastructure, and smart cities

2



Enterprise Drone Systems and the New FAA Paradigm:
Understanding the Role of Software Under Part 108 and Part 146
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3 VOTIX Accelerates U.S. Leadership in Autonomous Aviation

As global competition intensifies, particularly from low-cost drone exporters, U.S. 
technological leadership will depend heavily on EDPs. Hardware can be copied; however, 
FAA-compliant operational workflows and systemic reliability cannot be easily replicated. 
The architecture VOTIX built cannot. This is where VOTIX leads.

By showcasing an American-made, enterprise-grade operational EDP, VOTIX becomes an 
accelerator for U.S. dominance in the unmanned sector.

We enable:
• Nationwide DFR standardization

• Automated industrial inspections and maintenance

• Autonomous logistics corridors

• Multi-city airspace orchestration

• Predictive analytics for large fleets

4 A Vision of the Future Powered by VOTIX

Compliance is no longer a checklist; it’s an ecosystem. And software is its lifeblood. The 
organizations that embrace this new ecosystem and partner with EDPs engineered for 
systemic reliability, acting as Operator Software, will lead the next era of American and 
global unmanned aviation. VOTIX is engineered to enable operators to step confidently 
into that future.

This is not a distant horizon. This is the world VOTIX is building today, operating at the 
forefront of the FAA’s trajectory.

Imagine a future where:

As we stand on the threshold of this new era, one principle remains constant:

• Drones respond instantly to emergencies

• Cities coordinate autonomous fleets with zero manual intervention

• Infrastructure monitors and repairs itself proactively

• Airspace safely accommodates thousands of daily flights

• AI-driven decision logic (via Agents) acts as certified operators

• Every mission is compliant before it even begins
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Appendix A – Glossary of Key Terms

Appendix B – Example FAA-compliant Operational Workflow Under Part 108

• ADSP (Automated Data Service Provider): A software service under Part 146 that collects and transmits environmental or operational 

data to support compliant drone operations.

• EDP (Enterprise Drone Platform): Integrated software that orchestrates flight, compliance, and data management.

• Systemic Reliability: FAA concept where the system, not the human, demonstrates operational worthiness.

• Operational Assurance: Continuous verification that operations remain safe and compliant.

• C2 (Command and Control): Communications link between ground control and the aircraft.

• UTM (Unmanned Traffic Management): System for coordinating airspace use among multiple operators.

• Software-as-Operator (SaaO): Operator Software is primarily responsible for execution, compliance, and decision logic under Part 108.

• Real-Time, Low-Latency Data Exchange: Continuous, sub-second communication across operator and data service systems.

• AI Decision Logic: Artificial intelligence models performing real-time risk assessment and compliance checks.

1. Mission Request received from ERP or dispatch system.

2. Pre-flight validation using ADSP weather and UTM data.

3. Automated FRA (Flight Risk Assessment) executed by EDP.

4. Mission authorization granted by software logic.

5. Continuous telemetry and environmental monitoring during flight.

6. Automatic response to anomalies or threshold breaches.

7. Post-flight data compilation and digital evidence generation.

8. Audit-ready reporting transmitted to the FAA or local oversight.
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